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     Foreword

"The Use of Emerging Technology in the Fight Against Payment and Identity 
Fraud in the 21st Century" is a joint publication by Western Governors 
University-College of Business, Blockrails LLC, and Digital Innovation Group 
Holdings, LLC. The paper evaluates the recent history of fraud and identity 
theft in the United States and offers future projections based on the existing 
technologies that are used to mitigate fraud and theft, as well as related 
emerging technological solutions. It further discusses the implications and 
impact of fraud on business and industry, ranging from the potential for 
significant financial and reputational losses to the impacts on customers in an 
evolving world.



The practice of selling security and assurance to consumers was first 
adopted in America in the 1750's through Benjamin Franklin’s Philadelphia 
Contributionship for the Insurance of Houses from Loss by Fire, America’s 
first insurance company. Since then, insurance has grown into a 
multi-billion-dollar industry, driven by two centuries of customers seeking 
security from the risks posed by loss, damage, or theft to their businesses, 
their property, and even their life expectancy. In the 21st century, theft has 
been an area of particularly widespread innovation and sophistication, as 
thieves have swapped crowbars and break-ins for spacebars and hacking 
to infiltrate financial accounts and identity files. In the case of payment 
fraud, thieves steal debit or credit card numbers, utilize the payment 
information to make illegal purchases, and sell the resulting items for cash. 
Companies that value a loyal customer base thus seek to protect their 
customer’s information and financial assets. There are few companies that 
would not face potentially significant losses in the aftermath of a data 
breach, including losses caused by damage to their reputation. To create 
a form of “insurance” against this risk, innovators have raced to create 
increased security measures by using secure cloud servers, artificial 
intelligence, machine learning, blockchain, two or multi-factor 
authentication, and biometric security features. These tools will be 
discussed in detail throughout this report.

1.  The Use of Emerging Technology
      in the Fight Against Payment and 
      Identity Fraud in the 21st Century
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However, despite these tools, ever-innovative hackers are able to enter 
companies’systems via coding vulnerabilities to extract lucrative hauls in 
cyberspace. The FBI’s Internet Crimes Division reported a staggering 791,790 
complaints of suspected Internet crime in 2020 –an increase of more than 300,000 
complaints from 2019.1 The reported losses exceeded $4.2 billion – an increase of 
$700 billion compared to 2019.2 

In 2018, the Insurance Information Institute reported that approximately $16.8 billion 
had been stolen by means of cybercrime.3 As demonstrated by the graph in Exhibit 
1 above, over the past five years complaints of suspected Internet crime have 
consistently risen. Complaint numbers rose by 1% between 2016 and 2017, by 
14% between 2017 and 2018, by 24.7% between 2018 and 2019, finally by 40% 
between 2019 and 2020.4

1
      FBI IC3 Report, 2020.

2      FBI IC3 Report, 2019.
3      FBI IC3 Report, 2018.
4      FTC Consumer Response Center, 2021. New Data Shows FTC Received 2.2 Million Fraud Reports from Consumers in 2020.        
      https://www.ftc.gov/news-events/press-releases/2021/02/new-dta-shows-ftc-received-2-2-million-fraud-reports-consumers.

Exhibit 1
Five Year Overview of Reported Complaints of Fraud and the Resulting Loss of Money

IC3 Complaint Statistics since 2016. Source: Ryman-Tubb, Krause, & Garn, 2018.
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The variations in average losses reported between these same years are 
stated below and captured in the graphs in Exhibit 2 and Exhibit 3 5:

   —    2016-2017: -$100 million
 
    —    2017-2018: +$1.3 billion 

    —    2018-2019: +$800 million

    —    2019-2020: +$700 million

These daunting numbers are the result of these top fraud activities:

   —    Phishing emails 

   —    Non-payment/non-delivery notifications

   —    Extortion

   —   Personal information breaches

   —    Identity theft 

5     FBI IC3 Report, 2020.
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Exhibit 2
Five Year Comparison of Money Lost Due to Fraud 
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According to the IC3 2020 data, these fraud activities were reported in the following 
numbers6:

   —   241,342 phishing,

   —    108,869 non-payment/non-delivery, 

   —    43,330 identity theft complaints

Additionally, the FTC received approximately 2.2 million reports of consumer fraud 
in 2020.7

 

The FBI Internet Crime Complaint Center reports that over the last 7 years email 
phishing has accounted for more than $13 billion in reported losses.8In an attempt to 
gain information, hackers send baited emails containing malware, ransomware, or 
false links to deceive the recipient into revealing sensitive information, such as identity 
verification, location, and credit card numbers and bank accounts used for payment.  

6      FBI IC3 Report, 2020.
7      Ibid.
8      Ibid.
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Exhibit 3
Five Year Comparison of Reported Complaints and Money Lost Due to Fraud 



Phishers may use a number of types of “bait”, including:

      —   Spoofing email addresses:

             —   Their email address will appear almost identical to that of a            
         company executive, with one letter variation to fool    
                    recipients.

      —   Creating a sense of urgency:

             —   Phishers will create a sense of urgency, using subject lines   
                   such as "Update on Payment Date-Action Required" or "Your       
         Bank Name Reminder to Change Password”. The email body   
         may include warnings that accounts will be frozen or canceled 
              or charged more if no action is taken.

Phishers may also operate on a larger scale by committing Business Email Compro-
mise (BEC), which targets businesses and individuals performing transfers of funds. 
BEC is one of the most successful and prevalent types of fraud and theft, particularly 
in the real estate sector. Scams are frequently carried out through spoofing or com-
puter intrusion techniques to prompt unauthorized fund transfers. The hackers 
exploit vulnerabilities in security systems through activated ransomware or malware 
attacks or successful phishing. The attackers then access business systems to 
obtain identity information, payment accounts, contracts, etc. In real estate, the 
hacker will access the closing paperwork for a mortgage and will then take this active 
and real paperwork and change the key number, the receiving account, to become 
the transfer recipient.

In 2018, wire-fraud associated with BEC attacks was ranked at #5 out of 30 fraud 
categories.10  By 2019, it had become the highest reported fraud category within the 
United States.11 In 2020, the IC3 received 19,369 BEC complaints with adjusted 
losses amounting to over $1.8 billion.12 The Coalition to Stop Real Estate Fraud, a 
fraud prevention group, found that 47% of financial institutions saw an increase in 
real estate wire-transfer fraud in 2020.13

  
 
   

 9     FBI IC3 Report, 2020.
10      FBI IC3 Report, 2018.
11      FBI IC3 Report, 2019.
12     FBI IC3 Report, 2020.
13     ClosingLock, 2020. Statistics in Real Estate Wire Fraud. https://www.closinglock.com/real-
        estate-wirefraud-statistics/.
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14      A. Day, 2020. How one family's nightmare illustrates the growing threat of real estate wire 
        fraud. CNBC. https://www.cnbc.com/2020/10/15/how-one-familys-nightmare-illustrates-t
        he-growing-threat-of-real-estatewire-fraud.html.
15      J. Valinsky, 2020. Shark Tank host loses $400,000 in a scam. CNN.
        https://www.cnn.com/2020/02/27/business/barbara-corcoran-email-hack-trnd/index.html.
16      N.F. Ryman-Tubb, P. Krause, & W. Garn, 2018. “How Artificial Intelligence and machine learning
        research impacts payment card fraud detection: A survey and industry benchmark.” Engineering 
        Applications of Artificial Intelligence, 76, 130-157.
17    Ibid.
18    Ibid.

In addition to mortgage wire-transfer fraud, another type of fraud that is prevalent in the 
real-estate market is a scam called fraud-for-profit. In this case, instead of utilizing stolen 
down payment information, hackers use lending processes to take out equity loans for 
existing mortgages, which then falsely represent income or asset data, in turn manipu-
lating the appraised values of properties. 
 
Since mortgage wire-transfer fraud is an ideal way to obtain a large amount of funding in 
small quantities, home buyers are heavily targeted. For instance, in 2020, the Fisher 
family came into an inheritance and decided to buy their dream home. Aaron Fisher 
wired a deposit of $921,235.10 of the $1.4 million mortgage to the mortgage company.  
However, hackers had spoofed an email from the title company and sent Aaron closing 
papers with a switched bank account. Two days later, the mortgage company followed 
up, asking where he had sent the payment. It had been sent to the wrong account. 
Through the help of his bank, they were able to recover the funds in full about a month 
later. But such recovery is uncommon in the industry, and buyers can be left bankrupt or 
even homeless. Banks that are FDIC approved and regulated hold insurance for loss; 
that does not, however, guarantee recovery to the account holder, and the process can 
cost banks or companies money. 

Not only common citizens fall prey to wire-transfer fraud scams – even celebrities who 
have real estate experience may be taken in. “Shark Tank” judge Barbara Corcoran 
nearly lost $400,000 in a phishing scam when an individual spoofed her assistant's email 
and sent a renovation payment request to Corcoran's bookkeeper.  Because Corcoran 
made her money in real estate, the request did not appear suspicious. Corcoran was 
able to recover the money.

On a larger scale, Xoom Corporation, an international money transfer company, was a 
victim of BEC. A spoofed email was forwarded to their finance department, leading to the 
transfer of approximately $30 million to fraudulent accounts overseas. Following the loss, 
Xoom's CEO resigned, and the company hired independent investigators to audit and 
evaluate the incident. Investigators and law enforcement authorities have launched a 
multi-agency investigation of the crime. Xoom stock took a 14-point hit, resulting in a loss 
of $31 million.16

Similarly, Ubiquiti Networks, a San Jose-based technology company, experienced an 
attack that involved the impersonation of a company executive to deceive the finance 
department. The attackers were able to secure approximately $47 million.17 After an alert 
was launched, Ubiquiti was able to recover $8.1 million and hopes to recover more funds 
through cooperation with the government.18
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The blue line in Exhibit 4, shows the steady increase in 
fraud complaints from 2016 up to 2020. Similarly, the 
orange line indicates the increasing trend of identity theft 
complaints from 2016 to 2020. Other consumer 
complaints, shown in grey, fluctuated during this period 
but displayed no overarching trend. 
 
Exhibit 5 reflects the same increases in fraud and identity 
theft complaints from 2016 to 2020 and then projects a 
short-term forecast for the coming 2 years. We project a 
significant fall in fraud complaints in 2021 and 2022 and a 
similar fall in identity theft complaints and other consumer 
complaints.

This projection has been compiled with the anticipation 
that both the government and businesses will apply the 
emerging prevention technologies that will be detailed 
below on a more frequent basis.

Identity theft presents a significant risk to individuals, and 
at 1,387, 615 reported identity theft complaints – 
approximately the population of the state of Dallas, Texas 
according to the US 2020 census.25

 

The effects of fraud stretch far beyond finances, however. A report by the Federal Trade 
Commission (FTC) indicated that in 2020 about 4.8 million people were affected by fraud 
and identity theft, an increase from around 3.3 million in 2019.19 The 2020 statistics show 
approximately 1.4 million complaints of identity theft,compared to 650,000 in 2019.20  

In 2020, there were around 2.2 million complaints of fraud, compared to 1.2 million other 
complaints.21 Approximately 34% of cases resulted in a loss of approximately $3.3 billion 
associated with fraud complaints,an increase of up to $1.5 billion compared to 2019.22   
Consumers lost around $311 million in connection with the reported cases, with 
approximately 22% of scams resulting in monetary loss, amounting to approximately $1.2 
billion overall.23.  Worldwide, there are an estimated 1 billion individuals who lack the 
means or access to prove their identity, whether through a birth certificate, country 
identification number (such as a social security number), passport, driver's license, or 
identification card.24  Without these means, the opportunities to open a bank account, be 
paid electronically, or own a home are extremely limited.

19    FTC Consumer Response Center, 2021. New Data Shows FTC Received 2.2 Million Fraud Reports from Consumers in 2020. https://www.ftc.gov/
       news-events/press-releases/2021 /02/new-data-shows-ftc-received-2-2-million-fraud-reports-consumers     
20     Ibid
21      Ibid
22      Ibid
23      Ibid.
24      US Census Bureau, 2019. Quick Facts. Quick Facts Dallas City, Texas. https://www.census.gov/quickfacts/fact/table/dallascitytexas/PST045219
25      V. Desai, A. Diofasi, & J. Lu, 2018. The global identification challenge: Who are the 1 billion people without proof of identity? World Bank Blogs. 
        https://blogs.worldbank.org/voices/global-identification-challenge-who-are-1-billion-people-without-proof-identity.
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A stolen identity often leads to bankruptcy, closed bank accounts, frozen credit reports, the inability to 
qualify for student loans, and more.  Worldwide, there are an estimated 1 billion individuals who lack 
the means or access to prove their identity, whether through a birth certificate, country identification 
number (such as a social security number), passport, driver's license, or identification card.  

Without these means, the opportunities to open a bank account, be paid electronically, or own a car or 
home are extremely limited. When identity theft occurs, recovery is costly and significantly disrupts 
lives. A stolen identity often leads to bankruptcy, closed bank accounts, frozen credit reports, the 
inability to qualify for student loans, and more. Children are often a prime target of identity thieves, as 
they do not invest or make their own purchases. Parents are advised to check their child’s credit report 
as a precaution. The elderly represent another prime target of phone and phishing scams, and 
spoofing. 

Individuals and companies can prevent fraud in their lives and organizations by educating themselves 
and their employees, as well as by employing a variety of tools that are continually being developed to 
meet the threat. The following pages present a basic introduction to secure cloud servers, blockchain 
technology, artificial intelligence and machine learning, two-factor authentication, and biometric 
security measures. Each plays a vital role in protecting individuals and organizations in digital banking, 
streaming services, computer, and phone logins, and more.  



Despite its name, this first tool is not a weather phenomenon. Virtual clouds are 
remote servers that host data across multiple servers. The industry was 
anticipated to grow to $266.4 billion by 2020, rising from $227.4 billion in 
2019.26 Popular public clouds include Google Docs, DropBox, Box, Apple 
iCloud, and even Netflix. Virtual clouds offer several benefits, including:

      —    Centralized servers

     —    Accessible on any Internet-accessible system worldwide with  
  a steady Internet connection

      —    Quick access and auto-saves

      —    Saving hard drive space

      —    Easier (and often instant) data sharing and editing capabilities

      —     Reduced costs and administration

Secure Cloud Services often eliminate intermediaries, which helps to minimize 
potential exposure to payment and identity fraud. Furthermore, some cloud 
system providers offer instant cancellation of transactions that are deemed to 
be fraudulent in nature. Cloud services also provide a comprehensive 
framework that allows transactions to be executed in an effective and secure 
environment.27

Despite security measures, however, cloud servers are still vulnerable to hacks 
and system issues. A power or server outage can prevent access to a whole 
account on a cloud. Other vulnerabilities or risks include unauthorized access 
through improper access controls, the misuse of employee credentials, and 
misconfiguration. Because cloud systems are complex, unmanaged or poorly 
coded clouds may be left open to improper access.28 Insecure Application 
User Interfaces (API) can leave both companies and customers vulnerable if 
user credentials are not verified by multiple levels (often called two-factor 
authentication (2FA) or multi-factor authentication).

2. Secure Cloud Services

10

26      C.D. Defense, 2020. 7 Cloud Computing Security Vulnerabilities and What to Do About Them.
        Medium. https://towardsdatascience.com/7-cloud-computing-security-vulnerabilities-and-what 
        to-do-about-theme061bbe0faee.
27     N.F. Ryman-Tubb, P. Krause, & W. Garn, 2018. “How Artificial Intelligence and machine learning
        research impacts payment card fraud detection: A survey and industry benchmark.
        ” Engineering Applications of Artificial Intelligence, 76, 130-157.
28     C.D. Defense, 2020.



For example, Google offers optional 2FA to increase account security. Users who 
have not set up 2FA on their Google account services may see a message like the 
below in Exhibit 6:

Without 2FA, any individual who knows the email address and password can 
access the entire Google account. Users who do have 2FA set up will get additional 
security questions, a push notification to verify login before proceeding, or a code 
sent to the account holder’s mobile device or secondary email address.

There are several measures cloud servers and users can take to secure users’ 
information:

     — Strengthen API with HTTPS coding, add 2FA and authentication upon   
 account creation.

     — Remove user logins for individuals who are no longer associated with   
 the account or company.

     — Consider SSL/TLS encryption for data-in-transit.

     — Follow cloud regulations and implement approved teams to manage              
 updates.29

29      C.D. Defense, 2020. 7 Cloud Computing Security Vulnerabilities and What to Do About Them.
        Medium https://towardsdatascience.com/7-cloud-computing-securty-vulnerabilities-and-what-
        to-do-about-theme061bbe0faee.
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Exhibit 6
Google Message Asking Users to Set-up 2FA 



3.  Blockchain

Blockchain is a shared, immutable ledger that facilitates the process of 
recording transactions and tracking assets within a business network. 
An asset can be either tangible (a house, a car, cash, land) or intangible 
(intellectual property, patents, copyrights, branding). Virtually anything 
of value can be tracked and traded on a blockchain network, reducing 
risk and cutting costs for all involved30.

Blockchain technology keeps transactional records in various 
databases domiciled in a network connected by peer-to-peer nodes31. 
The transactions in this digital ledger are authorized by the digital 
signature of the holder, which aids in authenticating the transaction and 
blocking it from interference. 

Prior to cloud servers, centralized systems were believed to be 
instrumental in guaranteeing data security because the data could be 
stored and managed in a single location32.  Similarly, grocery stores 
may have used a safe at night to store the day's profits rather than 
splitting funds between several bank drops, leaving it vulnerable to one 
successful break-in; and tax information stored on a flash-drive is 
susceptible to misplacement or theft. Traditional ledgers and registers 
and human authentication are vulnerable to several points of attack, 
including but not limited to:

      —   Human error or folly

      —   Bribery

      —   Mishandled, duplicated, or purposely corrupted information

      —   Unverified and insecure access
    
      —   Hack or purposeful damage to access information
 

29      C.D. Defense, 2020. 7 Cloud Computing Security Vulnerabilities and What to Do About Them.
        Medium https://towardsdatascience.com/7-cloud-computing-securty-vulnerabilities-and-what-
        to-do-about-theme061bbe0faee.

30      Manav Gupta, 2020. Blockchain for Dummies.
31      FTC Consumer Response Center, 2021.
32     N.F. Ryman-Tubb, P. Krause, & W. Garn, 2018. “How Artificial Intelligence and 
        machine learning
        research impacts payment card fraud detection: A survey and industry benchmark.”
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How does blockchain prevent vulnerabilities:

   —   Features a decentralized database/ledger shared between transaction
          participants.’

    —   Reduces physical space or time for paper transactions and reviews.

    —   Proof of work and hashing to ensure blocks match and are valid.

In a blockchain, the ledger is hosted on a decentralized system where multiple users can 
access information within a shared set of rules from multiple locations. Users are vetted 
through identity verification prior to access. Each transaction or action is filtered through 
a node with a unique identifying code, called a hash, that is chronological and 
immutable. When another action related to the previous one is completed, that hash 
includes the new hash as well as the hash of the previous action, and these are attached 
in a chainlike format. The hashes are chronological, saved in a secure cloud system, and 
accessible to all approved parties within a system. Together, these preventions provide 
users and companies with a database that is both traceable and more secure.



The blue line in Exhibit 4, shows the steady increase in 
fraud complaints from 2016 up to 2020. Similarly, the 
orange line indicates the increasing trend of identity theft 
complaints from 2016 to 2020. Other consumer 
complaints, shown in grey, fluctuated during this period 
but displayed no overarching trend. 
 
Exhibit 5 reflects the same increases in fraud and identity 
theft complaints from 2016 to 2020 and then projects a 
short-term forecast for the coming 2 years. We project a 
significant fall in fraud complaints in 2021 and 2022 and a 
similar fall in identity theft complaints and other consumer 
complaints.

This projection has been compiled with the anticipation 
that both the government and businesses will apply the 
emerging prevention technologies that will be detailed 
below on a more frequent basis.

Identity theft presents a significant risk to individuals, and 
at 1,387, 615 reported identity theft complaints – 
approximately the population of the state of Dallas, Texas 
according to the US 2020 census.25

4.  Artificial Intelligence & Machine 
     Learning

In the world of technology today, Artificial Intelligence (AI) has less to do 
with androids than with situations where human intelligence is simulated 
in machines, which are programmed to mimic human actions,33  
including thinking, learning, and problem solving.34  AI has proven to be 
crucial and highly effective in fighting payment and identity fraud in 
contemporary business environments.  

Two categories of AI can be defined: narrow (or weak) artificial 
intelligence (NAI) and general (or strong) artificial intelligence (GAI).35

 
A popular form of NAI is when, for instance, an individual plays Chess 
or Hearts against a non-player computer or interacts with Apple's Siri.36  
In banking, this takes the form of automated help with resetting 
passwords or virtual assistance with chat bots, which assist customers 
outside of business hours. A chat bot can help to reset a password but 
will only restore a customer’s access within certain boundaries. After 
multiple failed password attempts, NAI may lock the account and 
require the user to speak to a bank representative to unlock the account 
and reset the password manually.

General artificial intelligence goes a step further. In banking, GAI is used 
to create spending graphs and profiles that allow account holders to 
better track their spending or streamline their investing and saving 
goals.37  It also approves recurring transactions such as auto payments 
for utility bills or mortgage installments. 

Machine learning (ML) is a form of AI where a developed program can 
effectively learn and adapt to data without human intervention. Within 
current investment fintech, ML is used to learn trends and predict 
possibilities that can help investors decide which stocks to buy or sell 
with more assurance and higher rates of return. 

33       N.F. Ryman-Tubb, P. Krause, & W. Garn, 2018. “How Artificial Intelligence and 
         machine learning research impacts payment card fraud detection: A survey 
         and industry benchmark.”Engineering Applications of Artificial Intelligence, 76, 
         130-157.
34      Meruja Selvamanikkam, 2018. https://becominghuman.ai/introduction-to-
         artificial-intelligence-5fba0148ec99.
35       Splunk, 2020. 5 Big Myths of AI and Machine Learning Debunked.
36      Ibid.
37       C. Soviany, 2018. “The benefits of using AI in payment fraud detection: A case 
        study.” Journal of Payments Strategy & Systems,12(2),102-110.14
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A quick overview of artificial intelligence (AI):

      —   Focuses on learning, reasoning, and self correction.

      —   Acts within parameters of if-then statements.

      —   Ruled based
    
      —   Task specific

      —   Limited memory
    
      —   IE, "Alexa turn on the lights."  Alexa has a set of data to turn on lights.  

Overview of machine learning (ML):

      —   Takes a data feed and increases functionality and capabilities.

      —   Able to search abnormalities and patterns.  based
    
      —   Risk assessment

      —   Examples in the Business World:

     —   Facebook and Instagram recommendations

     —   Business Analytics 

     —   Self-driving cars

     —   Biometric Security

           —   Facial fingerprint voice recognition
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ML is often used to power automated fraud screening systems; banks use ML to build on GAI 
capabilities to enhance anomaly detection through automated searches because ML enables the 
system to recognize patterns regarding common purchase categories, common locations for 
transactions, and recurring automatic bill payments. As ML expands its knowledge of a user, it 
comes to recognize inconsistencies. For example, if a small-business owner in Louisiana only 
travels and ships domestically, a charge at a concert venue in the UK would be flagged. The 
accounts would then be frozen, and the account owner contacted to verify whether the 
transaction was legitimate or fraudulent, offering a vital security measure. Due to consistent 
learning, ML is currently more effective than NAI/GAI at preventing fraud, as it continuously 
updates its models. 



Additional verification adds a layer of security to passwords that can 
significantly impede improper access to accounts. In today's 
market, two-factor and multi-factor authentication are becoming 
the norm for sign-ins to email accounts, utilities, banks, secure busi-
ness systems, and tax documents.

Two-factor authentication is an authentication process that includes 
an initial security layer, such as a password, and then a code or 
access request that is sent to a source outside of the log-in 
machine. This may look like:

     —      A text message with a one-time passcode to enter.

     —   Verification that an account owner is the individual 
               attempting to login.

     —   A re-captcha to prove that the user is not, in fact, a robot.

Multi-factor authentication is identical to two-factor authentication 
but includes additional layers. This may involve a prior identification 
token paired with a password, a re-captcha, and a push notification 
to a mobile device to ensure the proper user is accessing the 
system.

5.  Two-Factor & Multi-Factor 
     Authentication
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38      Types of Biometrics. Biometrics Institute, 2018. https://www.biometrics
         institute.org/what-is-biometrics/types-of-biometrics/.

The human body offers certain unique identifiers that can be used 
for security. Using fingerprint and eye scans (retina and iris), vein 
recognition, and hand geometry, AI systems code recognized 
images for approved users upon attempted entry. These 
technologies have been streamlined and have become relatively 
affordable to include in computers and cellphones. However, 
another popular feature of smart devices, voice recognition, is not a 
reliable biometric security measure, as it is vulnerable to recording 
through scam calls or overheard conversations and imitation 
through human voice or AI alteration. Other potential forms of 
biometric security include DNA, odor, gait, ear, and typing 
recognition. These measures are early or expensive entries into the 
market which are not widely used on a commercial scale at this 
time.38

6.  Biometric Security
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39      C. Soviany, 2018. “The benefits of using artificial intelligence in payment fraud detection: 
          A case study.” Journal of Payments Strategy & Systems, 12(2), 102-110. 
40       Ibid.
41         F. Holotiuk, F. Pisani, & J. Moormann, 2017. The impact of blockchain technology on 
          business models n the payments industry.

In summary, blockchain is a secure digital ledger that ensures that all 
transactions are tracked to reduce cases of intrusion and identity theft.39 
It creates a digital paper trail that ensures the transparency of the 
undertaken transactions. Blockchains always reflect a set of transactions 
that are verified and secure, and this is vital to limit any opportunity to 
cheat the system.40 Since identity and payment fraud have become so 
sophisticated, AI has come to play a key role in bringing the much-needed 
scale and speed to the battle against these types of fraud. In particular,  AI 
offers numerous predictive analytics that create an opportunity to fight 
problems efficiently, even in large datasets.41 Machine learning models 
and algorithms specifically use large datasets to become more effective in 
fighting identity and payment fraud. ML can detect non-intuitive patterns, 
thus creating a platform to identify any fraudulent transactions. Finally, 
two-factor authentication helps to enhance the security of personal 
information, limiting the chances of intrusion and ultimately reducing or 
eliminating identity theft and payment fraud. By requesting additional 
authentication factors, the customer experience is improved, while the 
security levels of critical credentials are adequately strengthened.

7.  The Use of Emerging Technology
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8.  When Tech Fails

Before the adoption of distributed systems such as blockchains, 
centralized systems were believed to be instrumental in 
guaranteeing much-needed data security. The centralized database 
meant that data was stored and managed in a single location, 
making it vulnerable to theft, fraud, and hacking.42  A payment 
agency, for instance, that relies on conventional technologies and a 
centralized database will always be at a higher risk of losing critical 
data to fraudsters. More imperatively, in cases where millions of 
passwords and pieces of identifying information have been placed in 
a centralized system, fraudsters will exploit the opportunity to 
leverage any vulnerabilities.43

The funding dedicated to anti-fraud tasks will often rank at the top of 
budget sheets. In earnest attempts to prevent fraud, companies will 
stack multiple tools or services on top of each other. These efforts 
are counterproductive, as independent tools and platforms share 
capabilities and often counteract each other, creating disjointed 
systems, while increasing costs and operational inefficiencies.44

 
Both Ethereum and Verge, top 20 cryptocurrency companies, were 
recent victims of large-scale attacks to their blockchains and secure 
cloud servers. Hackers used hash mining in the form of Sybil attacks 
(a counter consensus algorithm) to obtain ownership of 51%+ of the 
blockchains. They effectively stole $1.1 million and $1.8 million from 
Verge on separate occasions in 2018 and $1.1 million from 
Ethereum in 2019.45

42     N.F. Ryman-Tubb, P. Krause, & W. Garn, 2018. “How Artificial Intelligence and 
       machine learning research impacts payment card fraud detection: A survey and 
       industry benchmark ”Engineering Applications of Artificial Intelligence, 76, 130-157.
43      Y. Irvin-Erickson, & A. Ricks, 2019. Identity Theft and Fraud Victimization: What 
        We Know About Identity Theft and Fraud Victims from Research-and Practice-
        Based Evidence. https://ncvc.dspacedirect.org/handle/20.500.11990/1544.
44      M. Aslett, & J. Curtis, n.d. Accelerating AI with Data Management; Accelerating 
        Data Management with AI. https://www.ibm.com/downloads/cas/YD5R1XLB.
45     Ibid.
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In 2017, credit-reporting company Equifax was subject to the 6th largest data 
breach of the 21st century.46  Over a two-month period, hackers entered 
Equifax databases through a previously unpatched Struts vulnerability and 
accessed identity-verification information, including social security numbers, 
names, driver’s license numbers, and addresses for over 147 million individuals 
(approximately 40% of the US population).47  Equifax went on to dedicate $1.4 
billion to rebuilding their security systems and reached a settlement with the 
Federal Trade Regulation of up to $425 million to assist victims affected by the 
breach.48  Public confidence in Equifax was eradicated, and citizens and 
legislators called for new or amended regulations in the fallout. 

However, cryptocurrencies and credit reporting agencies are not the only 
targets for hackers. In May 2019, Canva, an Australian graphic design tool, 
suffered a major attack which exposed millions of users’ identification 
information, including names and residences, passwords, and usernames. 
Despite security being hashed with Bcrypt, hackers managed to access files.49  

Canva later noted that although the hackers did view payment data, they failed 
to steal the compromised files.  The company has since added additional 
security measures to their payment options and how they store data. 

Most recently, in May 2021, the Colonial Pipeline (a fuel pipeline in the United 
States) was hacked in a ransomware attack by a group called DarkSide.50   The 
day before initiating the malware attack, DarkSide collected 100GB of data 
from Colonial Pipeline’s systems. In a large-scale blackmail attempt, DarkSide 
demanded a ransom of 75 bitcoin (equal to $5 million at the time). Colonial 
Pipeline’s systems were shut down in effort to prevent the malware from 
spreading, leaving approximately 17 states and four airports with fuel 
shortages.51 This fuel shortage interrupted the economy, as shipping and 
deliveries were halted or delayed, work was redistributed, and travel options 
minimized. The FBI was able to retrieve approximately 63.7 bitcoins of the 
ransom paid on June 7.52

46      Y. Irvin-Erickson, & A. Ricks, 2019.
47       Ibid.
48       Federal Trade Commission, 2020. Equifax Data Breach Settlement. https://www.ftc.gov/
         enforcement/cases-proceedings/refunds/equifax-data-breach-settlement.
  49    M. Orcutt, 2021. Once hailed as unhackable, blockchains are now getting hacked. 
         MIT Technology Review. https://www.technologyreview.com/2019/02/19/239592/once-
         hailed-as-unhackable-blockchains-are-now-getting-hacked/.
50       A. Mallin, & L. Barr, 2021. DOJ seizes millions in ransom paid by Colonial Pipeline. 
        ABC News. https://abcnews.go.com/Politics/doj-seizes-millions-ransom-paid-colonial-
        pipeline/story?id=78135821.
51      A. Mallin, & L. Barr, 2021. DOJ seizes millions in ransom paid by Colonial Pipeline. ABC     
        News.https://abcnew
52     Ibid.
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The real estate industry has become a prime target for cyber attackers. Survey 
data reveals that more than half of businesses in the real estate industry are 
ill-prepared to deal with any form of cyberattack, despite being the most 
frequent targets of BEC.53  Current federal law dictates regulations for the 
cybersecurity frameworks of banks and hospitals, but real estate cybersecurity 
is not regulated. The industry has been slow to adopt fintech security tools and 
has relied heavily on conventional methods and frameworks, despite rising 
theft, primarily due to the necessity of working with multiple actors, including 
clients, escrow and mortgage agents, and banks whose systems are not 
coded to speak to one another. 

These conventional technologies fail to prevent or address fraud involving 
payments by home buyers. In 2018, the IC3 reported 11,300 cases, which 
increased to 13,638 in 2020. In 2018, $149,458,114 was reported lost, which 
increased to $213,196,082 lost in 2020. That equates to more than $584,000 
per day in stolen funds in the real estate/rental market alone.54

Cautious real estate agents encourage buyers and sellers to verify account 
numbers, payment due dates, and totals over the phone with their financial 
institution when submitting or signing documents. However, this process is 
cumbersome, and human error or malicious misinformation can lead clients to 
misdirect their funds with minimal chance of ever retrieving them. Using a 
combination of conventional tools and unstructured fraud prevention training, 
real estate agents are currently not properly or effectively able to prevent fraud 
or help their clients become empowered to take precautions. 

Banks support the entry of validated bank account information and will both 
insure and guarantee bank transfers but will neither confirm nor deny the 
accuracy of party identities or related accounts in a payment transaction. A 
minimal number of real-estate companies utilize secure clouds to connect to 
ACH accounts or verify identities and secure payments, such as Plaid or Stripe, 
but many others are put off by the potential costs involved. What, then, would 
savvy business owners recommend?

9.  A Perspective of Real Estate 
     Mortgage Wire Fraud

53      FBI IC3 Report, 2020.
54     FBI IC3 Report, 2020.
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ML is often used to power automated fraud screening systems; banks use ML to build on GAI 
capabilities to enhance anomaly detection through automated searches because ML enables the 
system to recognize patterns regarding common purchase categories, common locations for 
transactions, and recurring automatic bill payments. As ML expands its knowledge of a user, it 
comes to recognize inconsistencies. For example, if a small-business owner in Louisiana only 
travels and ships domestically, a charge at a concert venue in the UK would be flagged. The 
accounts would then be frozen, and the account owner contacted to verify whether the 
transaction was legitimate or fraudulent, offering a vital security measure. Due to consistent 
learning, ML is currently more effective than NAI/GAI at preventing fraud, as it continuously 
updates its models. 



Digital Innovation Group, an emerging technology innovation company, 
has created a DMaaS (Deal Management as a System) platform called 
Blockrails, which integrates cybersecurity tools in a single space, 
accessible through Internet access on computer or mobile devices.55  
The key capabilities of the platform include integrated identity verification 
and token validation, secure cloud computing and storage, private 
blockchain, US regulation compliant and secure bank integration and 
business payment services through Plaid™ and Stripe™, and 
communication and document sharing within the Blockrails platform to 
eliminate the use of multiple communication channels and redundant 
layering.56

After setting up the initial user authentication and two-factor 
authentication processes, users are provided with a token stating that 
their account is secure and verified. If corruption or fraud alerts occur, 
the user is required to go through authentication again before gaining 
access to the platform. Once inside Blockrails, users can access secure 
chat spaces and document hosting to ensure that their information, 
bank/credit union accounts, and messages are secure and unspoofed. 
Bank accounts and user identities are stringently verified through a 
proprietary anomaly detection process that uses artificial intelligence 
and federal and bank databases to verify social security numbers, 
physical and virtual addresses, dates of birth and more. This greatly 
minimizes and prevents misdirected payments caused by human error 
or potential social engineering attacks. Blockrails strives for a 
user-friendly entry process and offers vendor/client on-boarding and 
training in how to use the software and platform in a way that empowers 
users for lifelong use. In addition to US databases, Blockrails has seen 
success with their existing aerospace customers during a pilot in 2020 
and hopes to expand to multiple countries soon.57

10.  A Solution You Can Take to 
       the Bank

55       Blockrails, 2021. Solving Transaction & Payment Fraud for Business. 
         [Brochure]. Ft Lauderdale, FL.
56       Ibid.
57       Ibid.
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Criminals have leveraged technological advancements to develop sophisticated 
strategies to steal personal information to execute fraud, theft, and extortion in 
modern-day markets. Emerging technologies, such as blockchains, AI, machine 
learning, and 2-FA, can be successfully utilized to prevent such attacks, 
particularly when brought together within a cohesive singular platform. 
Security starts with a single tap or click. Click carefully.

11.  Conclusion
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